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1. Data We Save

Account data: your username, email, and password. We save passwords in a hashed (scrambled)

form. If you sign in with Google, we get your name and email from Google.

Profile data: your profile picture, bio, and notification settings. You choose what to share.

Use data: tasks you make, cycles you join, groups you are in, files you upload, and votes.

Tech data: your IP address, browser, and device info. We use this for safety and to limit abuse.

2. How We Use Your Data

To run and maintain the Site.

To check who you are and keep your account safe.

To send messages you ask for. We can send them to Telegram, Discord webhook, Discord DM, or

email.

To show your public profile to other users. This includes your username, bio, picture, and stats.

To work out your achievements, streaks, and stats.

To stop abuse, limit requests, and keep things safe.

3. Who Sees Your Data

We do not sell your data. We share it only in these cases:

In your groups: group members see your username, picture, task progress, and cycle results.

On your public profile: anyone can see your username, bio, picture, and stats.

Outside services: we use SendGrid for email, Google for sign-in, and the Telegram and Discord APIs

for messages. Only when you choose to use them.

4. Data Storage and Safety

We save your data in MongoDB. Passwords are hashed with bcrypt. Login tokens are saved in

HttpOnly cookies. Files like profile pictures and task evidence are on our servers. We use HTTPS,

request limits, input checks, and security headers to keep your data safe.

5. Your Rights

You can see and change your profile any time.

You can delete your profile picture.

You can leave any group you do not want to be in.



You can ask us to delete your account.

6. Cookies

We use one cookie to keep you logged in. It is HttpOnly. The Site needs it to work. We do not use

tracking cookies. We do not use ads cookies.

7. Changes

We may update this page later. We will tell users about big changes through the Site.

8. Contact

Questions? Email us at privacy@doordue.com.


